PHASE 2

Process 1 – Basic Connectivity and VLAN Configuration 

What you are Testing

Verify that the test topology is up and running and that VLANs are correctly configured between switches TAS1 and TAS2 and router TerminalA. A VTP domain is to be set up with TAS1 as the server and TAS2 as a client. TAS1 should also be the STP root switch. The Frame Relay links and EIGRP routing protocol are not included in this test (although they may be configured).

How to Test

TerminalA, TAS1, and TAS2 running configuration

VLAN configurations on switches TAS1 and TAS2 and router TerminalA

STP and VTP configurations on switches TAS1 and TAS2

Ping output between hosts LP1 and LP2, switches TAS1 and TAS2, and router TerminalA



Procedures

1. Build the topology according to the Design and Topology diagram. Assign IP addresses to all devices according to the IP Address Plan, and activate interfaces. 

2. Create a basic configuration on all Terminal A and Cisco International Airport Network devices

3. Configure Terminal A LAN devices TAS1, TA2, and TerminalA to support VLANs.

4. Console into one of the switches in the topology, and ping TerminalA. 

5. Telnet from the switch to router TerminalA, and verify that you can start a session. 

6. Verify that the TerminalA routing table contains routes to each VLAN.

7. Ping from the hosts to their default gateways and between VLANs to each other. 

8. Record the output of the show running-config and show interfaces commands for TerminalA, CIAN, and switches TAS1 and TAS2 in a text file, using a text editor such as Notepad. 

What should Happen 

· VLANs exist on switches TAS1 and TAS2.

· Hosts can ping successfully to hosts on other VLANs.

· Switches TAS1, TAS2, and router TerminalA can ping each other and are accessible through Telnet.

Process 2 – Frame Relay and EIGRP Configuration 

What you are Testing

Verify that the Frame Relay link to the Cisco International Airport network is functional, the EIGRP routing protocol is properly configured with MD5 authentication, and the correct static routes are configured. 

How to Test

TerminalA and CIAN running configuration with Frame Relay, EIGRP, and MD5 authentication

Frame Relay show command output 

EIGRP MD5 authentication debug output

IP routing table information

Ping output between hosts LP1, LP2, routers TerminalA and CIAN, and Discovery Server 

Tracert output from LP1 and LP2 to Discovery Server



Procedures

1. Configure Frame Relay on the Team-A and Cisco International Airport Network routers.

2. Configure EIGRP with MD5 on Team-A and Cisco International Airport Network routers.

3. Check the output of the debug eigrp packet command on the Team-A router to verify MD5 authentication.

4. Check the router output of the show running-config and show ip route commands.

5. Check the router output for the Frame Relay circuit using the show frame-relay map, show frame-relay pvc, and show frame-relay lmi commands.

6. Ping from the hosts LP1 and LP2 to the CIAN router and the Discovery Server.

7. Use tracert or traceroute to verify that packets are taking the primary Frame Relay link.

What should Happen

· EIGRP debug output shows that the TerminalA and Cisco International Airport Network routers are authenticating with each other. 

· IP routing table information for the Terminal A and Cisco International Airport Network routers shows that they have learned EIGRP routes and the route from Terminal A to the Cisco International Airport Network is via the primary Frame Relay link.

· Ping tests from hosts LP1 and LP2 to the Discovery Server are successful.

· Traceroute tests from LP1 and LP2 to the Discovery Server are successful and take the primary Frame Relay link.

Process 3 – Backup Link Configuration 

What you are Testing

Verify that the backup DSL link from the Team-A router TerminalA through the ISP router to the Cisco International Airport Network is activated if the primary Frame Relay link fails. 

How to Test

Floating static route configuration using the show running-config command

Show IP route output with the primary Frame Relay link up and the backup link down

Show IP route output with the primary Frame Relay link down and the backup link up

Ping output from LP1 and LP2 to the Discovery Server

Tracert output from LP1 and LP2 to the Discovery Server showing use of backup route through the ISP



Procedures

1. Configure floating static routes on the Terminal A and Cisco International Airport Network routers to the Discovery Server through the ISP router.

2. Cause the Frame Relay link from TerminalA to Frame-Cloud to fail by shutting down the Serial 0/0/0 interface on TerminalA.

3. Display the routing table for TerminalA and CIAN using the show ip route command to verify that the floating static route through the ISP is installed in the routing table. Record the results.

4. Ping from the hosts LP1 and LP2 to the Discovery server at URL http://www.CIAN.com


 or IP address 172.17.1.1. Record the results.

5. Verify that packets are taking the backup simulated DSL link using tracert from LP1 or traceroute from TerminalA.

What should Happen

· Routing tables for TerminalA and CIAN show that the backup floating static route through the ISP is installed in the routing table.

· Pings from the hosts LP1 and LP2 to the Discovery Server are successful using the backup link.

· Packets from LP1 or TerminalA to the Discovery Server are using the backup link route, as shown by tracert or traceroute. 

Process 4 – ACL Filtering Test

What you are Testing

Verify that an ACL placed on the  TerminalA router allows Telnet only from the Cisco International Airport CIAN router. Also, an ACL on CIAN permits access to the Discovery Server only from the remote Terminal A LAN.

How to Test

ACL configuration on TerminalA and Cisco International Airport routers

show ip access-list output on both routers

Ping output

Telnet output



Procedures

1. Configure an ACL on the  router TerminalA and the Cisco International Airport CIAN router to control traffic as described in the Test 3 goals. 

2. Telnet to TerminalA from any host other than CIAN, and then telnet from CIAN to TerminalA. .

3. Open a browser on LP1 and connect to the Discovery Server using URL http://www.CIAN.com


 or IP address 172.17.1.1. .

4. Attempt to access the Discovery Server from the CIAN Internet network using extended ping with a source address of interface Lo0 IP address. .

What should Work

· Telnet to TerminalA from CIAN is successful. Telnet from any host other than CIAN fails. 

· Using a browser from LP1 or LP2 to connect to the Discovery Server is successful.

· Extended ping to the Discovery Server with the source address from the CIAN Internet network interface Lo0 IP address fails. 

Process 5 – VOIP and QoS

What you are Testing

Verify that Voice VLAN delivers DHCP . Verify that an Dial Plan is on the TerminalA router. QoS should be running for the Voice VLAN.

How to Test

VLAN

Can LP1 obtain an IP if plugged into Voice VLAN

Dial Plan

Show Run look for telephony-service

QoS assigned to the correct port





Procedures

1. Configure DHCP (Pool name Voice) on router TerminalA's port that controls the Voice VLAN . The first 5 IP are excluded in that subnet. 

2. Using  the following MAC addresses as your IP phones:(mac-address 000D.BC50.EEBA and  mac-address 000D.BC50.EE18) configure your dial plan .

Phone 1  000D.BC50.EEBA   number 5555001 type 7902

Phone 2  000D.BC50.EE18 number 5555002 type 7902

Use the rest of CME's defaults

3. Configure auto QoS on the correct Port for its use by the IP phones

What should Work

· Obtain an IP on the Voice VLAN with a device

· Dial Plan in configuration of TerminalA  router

· QoS on correct port 

Process 6 – Wireless Access (Optional)

What you are Testing

Verify that the wireless access point can deliver an IP address with WPA security key.

How to Test

Once WEP key is obtained

Can ping to the Discovery Server from a wireless connected laptop





Procedures

1. Configure a LinkSys wireless router to the data VLAN. . 

2. Configure the WEP key as 1212121212

3. SSID CiscoAir

3. Ping to Discovery Server 

What should Work

· Obtain an IP on the wireless network after WPA key is configured on the PC

· Ping to the Discovery server via wireless network 

· Can't ping or connect to any other services

