Competition  Overview

Your Company has assigned you to be a Systems Engineer to design an airport terminal network.  You will start with a test plan for the connecting Terminal A remote office to the Cisco International Airport Network.(CIAN) .  Phase 1, you will develop the IP subnet scheme, document the device interfaces, and create an installation checklist for your Terminal.  The items mentioned must be certified first before moving on to Phase 2.

Phase 2 you will build the network and configure the Terminal-A routers and switches using Cisco IOS CLI commands. The Terminal-A branch office router TerminalA connects the local network to the CIAN router CIAN.net through a simulated Frame Relay switch. The CIAN router provides access to the Terminal-A server. The EIGRP routing protocol is used between the Terminal-A remote office router and the CIAN Network router. 

Scenario

The new equipment has arrived for the remote Terminal-A , and it is ready to be installed and tested.

You ordered for Terminal-A an 1841 router to connect to the main CIAN router through a Frame Relay service provider network. Your clients also ordered a backup DSL link through the ISP (Use the Ethernet on Terminal-A and CIAN routers to simulate this.). The ISP router and simulated Frame Relay router are preconfigured. The ISP link has assigned IP addresses. A test plan for testing the new equipment and configurations in the Networking Company lab has already been created. 

Tasks

Phase1 – Using your network design and test plan, create an IP addressing plan and document the network device interfaces. Create an installation checklist based on the test plan. 

Phase 2 – Connect and configure the network equipment and verify network connectivity.

Terminal A Remote Office Design


The purpose of this test is to verify these items:

· Terminal-A branch network design

· Switch and router configurations proposed for the Terminal A connections to the CIAN Network

· Frame Relay WAN design and backup capability

· Design functions as expected

Tests to run: 

· Test 1: Basic Connectivity and VLAN Configuration 

· Verify physical and IP connectivity between devices on the prototype network

· Exhibit the VLAN and VTP configuration

· Exhibit routing of traffic between VLANs

· Document operation

· Test 2: Frame Relay and EIGRP Configuration 

· Exhibit functionality of primary Frame Relay link

· Exhibit MD5 authentication process

· Exhibit routing to remote resources

· Document operation

· Test 3: Backup Link Configuration 

· Demonstrate that traffic takes the alternate route if the Frame Relay link goes down

· Document operation

· Test 4: ACL Filtering 

· Exhibit filtering of traffic to devices and resources from various sources

· Document operation

· Test 5: IP Telephone configurations 

· Given the two MAC addresses configure call manager express on the Terminal-A router to deliver the Intercom System Broadcasts

· Check QoS so voice packets have priority

· Test 5: Customer Wireless security 

· Terminal wireless traffic is limited to Internet only 

· Set test WPA

PHASE 1    Network Planning

Step 1: Analyze the remote network test plan and develop an IP addressing scheme. 

Review the network design topology diagram and the tests to be performed. The general test procedures and the expected results are provided. Use the information that you acquire in the next steps, along with the topology diagram and equipment list in the test plan, to create a VLSM subnet plan and an IP addressing plan.

Step 2: Document the assigned network IP addressing.

a. You will be working with the Terminal A remote network.

b. The base IP address CIDR block of 512 addresses from which you will create your VLSM addressing scheme is based on a private Class B network address. 

Terminal A IP 

IP address: 172.21.0.0   Subnet mask: 255.255.254.0 

Step 3: Allocate blocks of addresses to each area of the network. 

VLSM and VLAN Plan

	Network Area 
	Number of Users / IPs
	VLSM block size (Number of IPs)
	IP Address Range 

	Terminal A block size to subdivide 
	N/A
	512 (9 bits)
	172.21.0.0/23

	CIAN Discovery Server local network
	N/A
	N/A
	172.17.0.0/16

	CIAN user local network (Sim Lo0)
	195
	
	

	TerminalA local network / VLANs 
	
	
	

	VLAN 1 (Default/mgmt – IP)
	12
	
	

	VLAN 11 (Name: Services, Ports 3-11 on switches S1, S2)
	53
	
	

	VLAN 12 (Name: Voice, Ports 12-24 on switches S1, S2)
	105
	
	

	Rerminal Ato CIAN Frame Relay WAN link 
	2
	
	

	Total users and total block sizes
	367
	
	N/A


Step 4: Select IP addresses for use when configuring devices. 

Write the addresses and subnet masks (/##) from the IP Address Plan next to the appropriate devices and interfaces on the test plan network topology diagram.

IP Address Plan

	Device Name
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	CIAN
	Fa0/0

Fa0/1

S0/0/0.101

Lo0
	172.17.0.1/16

172.16.1.2/30


	255.255.0.0

255.255.255.252


	N/A

	Terminal-A
	Fa0/1

Fa0/0

  Fa0/1.1

  Fa0/1.11

  Fa0/1.12

S0/0/0.100
	172.16.1.2/30


	255.255.255.252


	N/A

	Frame-cloud (preconfigured)
	S0/0/0

S0/0/1
	DLCI 100

DLCI 101
	N/A

N/A
	N/A

	TA-sw1
	VLAN1
	
	
	

	TA-sw2
	VLAN1
	
	
	

	CIAN-S3
	VLAN1
	172.17.0.2/16
	255.255.0.0
	172.17.0.1/16

	LP1-PC 
	NIC
	
	
	

	LP2-PC 
	NIC
	
	
	

	CIAN Server
	NIC
	172.17.1.1/16
	255.255.0.0
	172.17.0.1/16


Step 5: Create a network installation checklist. (Optional but Helpful)

Review each test and the related test procedures in Phase 2 to create an installation checklist. Use the following guidelines to build the checklist: 

· Identify the steps necessary to configure each piece of equipment to perform each test. List only the configuration steps needed to complete the test. Be sure to specify the device name and what is to be configured. 

· Specify just the key items and interfaces to be configured. It is not necessary to include the exact commands and every IP address. 

· For each step under the configuration requirements, first identify the device being configured and then the item to be configured. Use as many lines as necessary.

· The final step in each set of installation test requirements specifies to perform the test as described in the test plan.

